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1. How to Use a Multi-Factor Authentication Application 

1.1. Keycloak External: Initial Login Procedure via E-mail 

This section explains how a new external user is registered for access to the IAM External 

Portal. This portal enables the user to view and use the FAMHP web applications for which they 

are authorized. 

 

The following actions must be taken by the end user: 

1. Confirm your invitation  

The external user must click the link labelled ‘Confirm your invitation’ in the e-mail. This link 

will direct them to the IAM External Portal, where they can set up their account and log in for 

the first time. 

 

Login credentials: 

Username: the identification e-mail address provided during user creation 

Password: the initial password included in the invitation e-mail 
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2. OTP 

The user sets up their mobile authentication. 

(For additional instructions, see section 1.2 Installing a Multi-Factor Authentication App from 

the App Store or Play Store) 

 

3. Accept T&C’s 

The external user must accept the terms of use.
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4. Choose a New Password 

A new secure password must be chosen in accordance with the policy outlined below.

 
 

 
 

5. Portal 

After completing the initial login, the external user is redirected to the IAM External Portal. 
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1.2. Installing a Multi-Factor Authentication App from the App Store or Play Store 

  

In this example, Microsoft Authenticator and Google Authenticator are used, but other 

applications may also be used.  

 

 
  

 

1. Using Microsoft Authenticator:  

• Open the app. 

• Add an account (tap ‘Add account’ or the + icon). 

• Select the type of account you wish to add (‘Work or school account’). 

• Grant the app permission to use your smartphone’s camera. 

• Scan the QR code. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

• Select the added account. 

• Enter the verification code for the added account. 
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2. Using Google Authenticator:  

 

• Open the app. 

• Add an account. 

 

 

• Select how you would like to add an account. 

 

 
  

• Grant the app permission to use your smartphone’s camera. 

• Enter the verification code for the added account. 
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3. Tips & Tricks: 

• If you already have the FAGG authenticator installed, please rename the account 

‘FAMHPExternals’ to ‘UAT-FAMHPExternals’. 

 

• For e-mail-based authentication, you must enter your e-mail address, password, and 

one-time code at each new login.  The OTC must be entered by opening the 

authenticator/account manually. There is no automatic pop-up. 

 

• In case of MFA issues, you may contact the project manager responsible for UAT testing 

purposes. 
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1.3. VAMREG application login: 

 

You can access the VAMREG application either via the direct link (VAM-REG) or via the IAM 

External Portal. 

 

 
 

 

User acceptance testing VAMREG user interface: 
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2. Managing API Keys  

2.1. Requirements 

 

Before proceeding, ensure that the following conditions are met. These requirements are 

necessary to enable an external user to manage API keys on behalf of their organization. 

 

IAM (Identity and Access Management) is a role-based access control system. This means that 

the actions a user can perform depend on the roles assigned to them. To manage API keys, 

the user must: 

• Be assigned the following role for the application [APP]: IAM_API_KEY_MANAGER. 

• Have active access to the IAM External Portal. 

This access can be obtained through one of the following authentication methods: 

o E-mail and password combined with a one-time password (OTP); 

o itsme® or eID (only in the production environment). 

 

2.2. Creating an API key 

This section describes the procedure for an external user, who is already logged in to the IAM 

External Portal to create an API key: 

• From the IAM External Portal dashboard, the user clicks on the FAMHP Connect 

application. 
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• This action opens the User and API Key Management Portal IamExternalWeb, where the 

user can create and manage API keys for their organization. The external user then 

clicks on the ‘API Keys’ tab. 

 

 
 

 

• The external user clicks the button to create a new API key. 

 

 
 

 

• The external user enters the name of the API key, selects their organization, and then 

clicks ‘Save’. 

 

.  

• The user should now see the newly created API key and be able to manage it within the 

user interface. 

 

https://uat.app.fagg-afmps.be/famhp-connect/apikeys
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