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1. How to Use a Multi-Factor Authentication Application

1.1.Keycloak External: Initial Login Procedure via E-mail
This section explains how a new external user is registered for access to the IAM External
Portal. This portal enables the user to view and use the FAMHP web applications for which they
are authorized.

The following actions must be taken by the end user:
1. Confirm your invitation

The external user must click the link labelled *Confirm your invitation’ in the e-mail. This link
will direct them to the IAM External Portal, where they can set up their account and log in for
the first time.

Login credentials:

Username: the identification e-mail address provided during user creation
Password: the initial password included in the invitation e-mail
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2. OTP

The user sets up their mobile authentication.
(For additional instructions, see section 1.2 Installing a Multi-Factor Authentication App from

the App Store or Play Store)

3. Accept T&C's

The external user must accept the terms of use.
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4. Choose a New Password

A new secure password must be chosen in accordance with the policy outlined below.

Minimum Length * & ; 14 L
Uppercase Characters * - 1T+
@ L | L |
Lowercase Characters * - 1T+
® L | L |
Digits * @ ; 1 ;
Special Characters * ; 1 L
Mot Recently Used * (3 ; 10 L
Not Email * @ On

Mot Username * (3) On

M o de pa
A
5. Portal

After completing the initial login, the external user is redirected to the IAM External Portal.
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1.2.Installing a Multi-Factor Authentication App from the App Store or Play Store

In this example, Microsoft Authenticator and Google Authenticator are used, but other
applications may also be used.

1547 B o8 59%a

& microsoft authenticator google authenticator

Google Authenticator
* Google LLC

Microsoft Authenticator
alled

1. Using Microsoft Authenticator:

Open the app.

Add an account (tap ‘Add account’ or the + icon).

Select the type of account you wish to add (*Work or school account’).
Grant the app permission to use your smartphone’s camera.

Scan the QR code.

16:19 v

< Accounts

Personal account

Ready to add your
first account? Work or schoo! account

/m

Add account

Begin recovery

e Select the added account.
e Enter the verification code for the added account.

FAMHP/AMRVET
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»

Multi factor authentication

) smt@fagg-afmps.be

Enter the code your received from
your Authenticator app

20 ®a 06N

Accounts c

) Evemote

225937

" Facebook

683 232
o «

937233
) Titer

277918

g WordPress com

879 264

Multi factor authentication

» smt@fagg-afmps.be
Enter the code your received from

your Authenticator app

123123]
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2. Using Google Authenticator:

e Open the app.
¢ Add an account.

15:23

= Google Authenticator

e Select how you would like to add an account.

Scan a QR code [z]

Enter a setup key

e Grant the app permission to use your smartphone’s camera.
e Enter the verification code for the added account.
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10:46

Google Authenticator

517 348

3. Tips & Tricks:

e If you already have the FAGG authenticator installed, please rename the account
‘FAMHPExternals’ to ‘UAT-FAMHPExternals’.

e For e-mail-based authentication, you must enter your e-mail address, password, and
one-time code at each new login. The OTC must be entered by opening the
authenticator/account manually. There is no automatic pop-up.

e In case of MFA issues, you may contact the project manager responsible for UAT testing
purposes.
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1.3. VAMREG application login:

You can access the VAMREG application either via the direct link (VAM-REG) or via the IAM
External Portal.

&« ¢ & /uat.app.fagg-afmps.be @ A e 9 EO /]
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THE IAM WEB PORTAL OF FAMHP
The IAM web portal of FAMHP has been developed in the framework of a project to provide (strong) identification and access management to external FAMHP applications for external users and services.

Objectives

Identification/authentification: Integrate FAMPH's Keycloak to the Federal Authentication Service (FAS) via OpenlD Connect (oidc) to allow MFA authentication of externals user.
Authorisation : Develop a custom application to bound the identity provided to a list a role for a specific application.

Provide a self serve web application to authenticated externals users to create AP| Key for dedicated application.

Provide a central service with user/organisations and roles regarding FAMHP. IDP based on this database to provide authentication for external applications

At the moment, the web portal can be used by actors with privileges for managing or access on one or more external FAMHP application. Privileges are based on application specific role. Below, you can find applications you have access to.

FAMHP Connect
This application allows you to manage users and AP| Keys for FAMHP applications for which you have privileges

User acceptance testing VAMREG user interface:

© VAMREG

Search declarations

Register IN ouT o BOTH Declarant VAMREG vet depot Maarten Vankerkom
Product type BEVMP&HMP  NonBE VMP & HMP ~ Magistral Veterinarian order number
Preparation OALL
Active substance Search AS

Reception, supply or  from (JJ/MM/AAAA) B
administration date

to (JI/MM/AAAA) B

S Reset Q search
" FAMHP/AMRVET
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2. Managing API Keys
2.1. Requirements

Before proceeding, ensure that the following conditions are met. These requirements are
necessary to enable an external user to manage API keys on behalf of their organization.

IAM (Identity and Access Management) is a role-based access control system. This means that
the actions a user can perform depend on the roles assigned to them. To manage API keys,
the user must:
e Be assigned the following role for the application [APP]: IAM_API_KEY_MANAGER.
¢ Have active access to the IAM External Portal.
This access can be obtained through one of the following authentication methods:
o E-mail and password combined with a one-time password (OTP);
o itsme® or eID (only in the production environment).

2.2.Creating an API key
This section describes the procedure for an external user, who is already logged in to the IAM

External Portal to create an API key:
e From the IAM External Portal dashboard, the user clicks on the FAMHP Connect

application.

(% https//uatapp.fagg-afmps.be
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THE IAM WEB PORTAL OF FAMHP

The 1AM web portal of FAMHP has been developed in the framework of a project to provide (strong) identi and access to external FAMHP applications for external users and services.
Objectives

= Identification/authentification: Integrate FAMPH's Keycloak to the Federal Authentication Service (FAS) via OpenID Connect (oidc) to allow MFA authentication of externals user.

« Authorisation : Develop a custom application to bound the identity provided to a list a role for a specific application.

« Provide a self serve web application to authenticated externals users to create API Key for dedicated application.
+ Provide a central service with user/organisations and roles regarding FAMHP. IDP based on this database to provide authentication for external applications.

At the moment, the web portal can be used by actors with privileges for managing or access on one or more external FAMHP application. Privileges are based on application specific role. Below, you can find applications you have access to

FAMHP Connect VAM-REG

This application allows you to manage users and API Keys for FAMHP applications for which you have privileges ——
PP ¥ = Y G & (S Access to this application
Access to this application

) FAMHP/AMRVET
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e This action opens the User and API Key Management Portal lamExternalWeb, where the
user can create and manage API keys for their organization. The external user then
clicks on the ‘API Keys' tab.

[ L be

-
) FAMHP Connect Home API Keys My Profile
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The external user enters the name of the API key, selects their organization, and then
clicks ‘Save’.

Generate APl Key for VAMREG X

Name *

Name is required.

Organisation * Select an Organisation v

VAMREG vet depot Maarten Vankerkom

The user should now see the newly created API key and be able to manage it within the
user interface.

Your Generated APl Key X

0K

D FAMHP/AMRVET
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A FAMHP Connect Home API Keys My Profile
APPLICATIONS VAM-REG T
- new,
Name 1) Organisation T} AP key TL Expiry T4 Actions
v v v v
Masrten_Vankerkom-APIKEY VAMREG vet dépot Maarten Vankerkom Jan 20, 2026, 10:5029 AM e
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