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1. Keycloak external: initial login procedure via e-mail

This section explains how a new external user can register for access to the IAM External
Portal, which allows users to view and use the FAMHP web applications they are
authorised to access.

Upon creation of your user account by FAMHP, you will receive a personal e-mail with an
activation link and one-time password (OTP).

The end user must complete the following steps.

1.1. Confirm your invitation
Click the “confirm your invitation” link in the e-mail. This will direct you to the IAM
External Portal, where you can set up your account and log in for the first time.

Login credentials
Username: the e-mail address to which you received the invitation.
Password: the initial password provided in the invitation.

English v
Sign in to your account
Email
Password
(J Remember me Forgot Password?
Sign In
OR
? Sign in with elD / Itsme
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1.2. One-time password
Set up your mobile authentication (see section 2 for instructions on Installing a multi-
factor authentication app from the App Store or Play Store).
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Mobile Authenticator Setup

A

You need to set up Mobile Authenticator to activate your account.
1. Install one of the following applications on your mobile:

Microsoft Authenticator
Free OTP

Google Authenticator
Authy

2. Open the application and scan the QR-code:

Unable to scan?

3. Enter the one-time code provided by the application and click Submit to

finish the setup.

One-time code *

Submit
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1.3. Accept T&C's
You must accept the terms of use.

1.4. Choose a new password
You must choose a new secure password according to the policy below (if you change
your password, it must be different from your previous ten passwords).

Minimum length: 14 characters

At least 1 uppercase letter

At least 1 lowercase letter

At least 1 digit

At least 1 special character

Must not contain your e-mail address or username

Exemples
e Good example: oKz5A:(=Agf j(
e Bad example: test456 (too short/no uppercase letter/no special characters)

1.5. Portal
After completing the initial login, you will be redirected to the IAM External Portal:
app.fagg-afmps.be
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2. Installing a multi-factor authentication app from the App Store or Play

Store
This example uses Microsoft Authenticator and Google Authenticator, but other

applications are also suitable.

1547 & | 59% &

google authenticator Q| 9

Google Authenticator
* Google LLC Install

microsoft authenticator

Microsoft Authenticator
Installed

3.8%

2.1. Using Microsoft Authenticator

e Open the app
e Tap “Add account” or the “+" icon to add an account
e Select the type of account to add (work or school account)
e Grant the app permission to use your smartphone’s camera
e Scan the QR code

1619 ¢ 16:19 ¢

= Accounts £ Accounts

Ready to add your
first account?

Begin recovery

e Select the newly added account

e Optional: to rename the account and recognize it later, go to “Settings” {é} , click
the account name edit symbol and enter the new name, e.g. VAMREG

FAMHP/AMRVET
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e Enter the verification code generated for the added account

Multi factor authentication

) smt@fagg-afmps.be

Enter the code your received from
your Authenticator app

I

2T ®a 06

Accounts Lo

R Evernote
225937

‘ Facebook

683 232

e Google

937 233
W Twitter
277918

g WordPress com

879 264

Multi factor authentication

© smt@fagg-afmps.be
Enter the code your received from

your Authenticator app

12314273
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2.2. Using Google Authenticator

e Open the app
e Add an account

156:23

= Google Authenticator

e Choose how you would like to add the account

Scan a QR code (e)

Enter a setup key

e Grant the app permission to use your smartphone’s camera
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2.3.

e Optional: to rename the account and recognize it later, go to “Settings” @ , click
the account name edit symbol and enter the new name, e.g. VAMREG.
e Enter the verification code generated for the added account

10:46

Google Authenticator

517 348

Tips and tricks

For email-based authentication, you must enter your e-mail address, password,
and one-time code each time you log in. The one-time code must be entered
manually by opening the authenticator app. There is no automatic pop-up.

If you encounter any issues with MFA, please submit a ticket using the FAMHP
contact form.
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https://contactform.fagg-afmps.be/contact?lang=en
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3. VAMREG application login

You can access the VAMREG application via the direct link (VAM-REG)

E VAMREG ¢ Declare 5 search

Send a declaration

Doctaration method () Manualy  Batch upload wi CSV Doclarant  VAREG - dopotvat-UATF

Register  On

Wodicinal product
Medicinal product type CTlextended

Medicinal product name
Marketing authocization numbes

Reception date Oy,

Providertype  Choose an optor

©2025 - FAMHP | Priacy statement
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= Lsts (D More info

+ Add medicinal product

& Submit


https://vamreg.be/

. List of abbreviations

OTP: one-time password

OTC: one-time code

MFA: multi-factor authentication

API: application programming interface
T&C: terms and Conditions

IAM: (strong) identification and access management to external FAMHP
applications
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